
 
 

VACANCY 
RE-ADVERTISEMENT 

 
REFERENCE NR  : RE-CAS_09_2018 
JOB TITLE   : Consultant:  Application Security X1 
JOB LEVEL   : D2 

SALARY   : R 473 287 – R 788 812 
REPORT TO  : Senior Manager: Security Development 
DIVISION   : Hosting & Secure Operations 
Department   : Information System Security  
LOCATION   : SITA Erasmuskloof 
POSITION STATUS  : Permanent (Internal/External) 

                    

Purpose of the job 
 

To ensure that security is an integral part of application development and procurement lifecycle. 

Key Responsibility Areas 
 
Develop and/or acquire security applications; 

Integration of Security design with other solution layers; 

Identifies the emerging information technologies to be assimilated, integrated and introduced within the 

organisation which could significantly impact the organisations’ compliance to mandated requirements; 

Ensure the implementation of security techniques and related management procedures used to authorise access 

and control information flow from and to applications; and 

Incorporates best practices into operational implementations; 

Qualifications and Experience 

 

Minimum: 3 year degree/National Diploma in an ICT related field or accredited specialized courses.  

Experience:  6 - 7 years ICT Infrastructure or application development experience including; 

o IT Security application development experience                 

 

Technical Competencies Description 
 

Knowledge of: System Engineering methods and Governance; Working knowledge of Enterprise architecture 

framework (TOGAF; Zachman; FEAF; MODAF; GWEA Framework; MIOS); Proven experience in working with 

Governance Processes and Standards (ISO 9001; ISO 27001/ 27002; ISO 12207 (SDLC); ISO 42010; COBIT; 

ITIL; UML); Knowledge of 7/10 CISSP domains; Service Oriented Architecture (SOA); Working knowledge of 

Information System Security Technical Standards (e.g.: PKI, IAM, Cryptography); Experience in implementing ICT 

security architecture in terms of ISO27000 and COBIT; Planning, designing and validating skills related to 

architecting  security solutions; Detailed knowledge of the SOPs of the    area/discipline the jobholder is works in 

(HR, Finance, IT, etc as well as how to apply it. 

Skills:  Analytical skills; Security  developer; Project Management Skills  and Methodologies; Research skills;   

Strong team leader capabilities; ICT Policy and Strategy Management; Stakeholder Management; Manage and 

organize his/her time and work effort to deliver with quality and on time; and good learning capabilities. 

Other Special Requirements 
 

N/A 



 

How to apply 
 
Kindly send your CV to rachel.recruitment@sita.co.za 

 
Closing Date: 20 September 2018 
 

Disclaimer 
SITA is an Employment Equity employer and this position will be filled based on Employment Equity Plan. 
Correspondence will be limited to short listed candidates only.  Preference will be given to members of designated 
groups. 
 

 If you do not hear from us within two months of the closing date, please regard your application as 
unsuccessful.  

 Applications received after the closing date will not be considered. Please clearly indicate the reference 
number of the position you are applying for.  

 It is the applicant`s responsibility to have foreign qualifications evaluated by the South African 
Qualifications Authority (SAQA).  

 Only candidates who meet the requirements should apply.  

 SITA reserves a right not to make an appointment.  

 Appointment is subject to getting a positive security clearance, the signing of a balance score card 

contract, verification of the applicants documents (Qualifications), and reference checking.  

 Correspondence will be entered to with shortlisted candidates only. 

 CV`s from Recruitment Agencies will not be considered. 
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